Abstract-In this paper, we present an overview of the timereversal (TR) wireless paradigm for green Internet of Things (IoT). It is shown that the TR technique is a promising technique that focuses signal waves in both time and space domains. The unique asymmetric architecture significantly reduces the cost of the terminal devices, the total number of which is expected to be very large for IoT. The focusing effect of the TR technique can harvest the energy of all the multi-paths at the receiver, which improves the energy efficiency of the wireless transmission and thus the battery life of terminal devices in IoT. Facilitated by the high-resolution spatial focusing, the TR division multiple access scheme leverages the uniqueness of the multi-path profiles in the rich-scattering environment and maps them into location-specific signatures, so that spatial multiplexing can be achieved for multiple users operating on the same spectrum. In addition, the TR system can easily support heterogeneous terminal devices by providing various quality-of-service (QoS) options through adjusting the waveform and rate backoff factor. Finally, the unique location-specific signature in TR system can provide additional physical-layer security and thus can enhance the privacy and security of customers in IoT. All the advantages show that the TR technique is a promising paradigm for IoT.
I. INTRODUCTION
D URING the past decade, the Internet of Things (IoT) has drawn great attention from both academia and industry, since it offers challenging notion of creating a world where all the things, known as smart objects [1] , around us are connected, typically in a wireless manner, to the Internet and communicate with each other with minimum human intervention [2] - [4] . An example of IoT system is shown in Fig. 1 . The ultimate goal of IoT is to create a better world where things around us know what we like, what we want, and what we need and act accordingly without explicit instructions [5] , and thus improve the quality of our lives and consistently reduce the ecological impact of mankind on the planet [6] .
The term "IoT" was first proposed by Kevin Ashton in his presentation at Procter&Gamble (P&G) in 1999 [7] . During the presentation, Ashton envisioned the potential of IoT by stating "The Internet of Things has the potential to change the world, just as the Internet did. Maybe even more so." Such a concept then became popular when the MIT Auto-ID center presented their vision of IoT in 2001 [8] . In 2005, IoT was formally introduced by the International Telecommunication Union (ITU) through the ITU Internet report [9] .
With a very broad vision, IoT has shown its great potential to improve the quality of our lives. However, the research into the IoT is still in its infancy and there are still a lot of challenges needed to be addressed before the realization of IoT. In the following, we summarize some key technical challenges from the perspective of wireless communication, which is the essential technology of IoT to allow people and things to connect to Internet anywhere at anytime [10] 1) Better battery life: Typically the things in IoT are powered with small batteries, due to which the power consumption is low and thus requires low computational complexity of the wireless communication techniques. 2) Multiple active things: The IoT is expected to have many concurrent active things transmitting data, which leads to severe interference among things. Thus, low interference wireless technologies are desired. 3) Low-cost terminal devices: For widespread adoption of the IoT technology, the cost at the terminal devices, i.e., things, needs to be low. Therefore, simple processing at the terminal devices' side is preferred. 4) Heterogeneous terminal devices: Different from current wireless systems that have a collection of rather uniform devices, it is to be expected that the IoT will exhibit a much higher level of heterogeneity, as things that are totally different in terms of functionality, technology and application fields will belong to the same communication environment. Thus, the wireless solution to IoT should be able to support heterogeneous terminal devices with different quality-of-service (QoS) options such as from very low bit rate to very high. 5) Scalability: The density of the things in IoT may be very high or low, which requires the wireless technology to be highly scalable to provide satisfactory QoS for low to high density areas. 6) Privacy and security: Since every thing in IoT has a unique identification, there is a need to have a technically sound solution to guarantee privacy and the security of the customers in order to have a widespread adoption of IoT. To qualify as a good wireless communication solution to IoT, a technology should be able to handle the challenges raised above. Currently existing wireless technologies for IoT can be classified into two groups: 1) wireless technologies for low-data-rate and low-power applications such as remote control [11] , [12] ; and 2) wireless technologies for high-data-rate applications such as video streaming [13] - [17] . Note that the technologies suitable for low-data-rate applications may not be able to meet the requirements of the high-data-rate applications.
A typical wireless communication technology suitable for low power, low-data-rate applications is ZigBee [11] . Mainly based on IEEE 802.15.4, ZigBee can operate in the 868 MHz, 915 MHz, and 2.4 GHz bands with respective data rates of 20, 40, and 250 kb/s. A similar technology is Z-Wave [12] , whose main purpose is to enable short message transmission from a control node to multiple nodes. The maximum speed of Z-Wave is 200 kb/s working at 2.4-GHz band. The most significant advantage of ZigBee and Z-Wave is the low price [18] , [19] . For instance, there exist chips including RF module, the digital baseband module, and a programmable microcontroller. Both of these technologies were designed for low-power applications in battery-operated devices. Moreover, ZigBee even includes a sleep-mode mechanism to reduce power consumption. The complexity of hardware is quite low: 32-128 kbytes of memory is enough to implement the system including the higher layers. On the other hand, the most obvious disadvantage of ZigBee and Z-Wave is their low data rate. Moreover, the 2.4-GHz frequency band is already crowded with interfering devices, e.g., microwave ovens, WiFi equipment, and cordless phones. The sub-GHz electromagnetic (EM) waves propagate very far, so very high node density may not be achievable due to the high interference levels created by other similar devices.
The most popular technologies for high-data-rate applications are Bluetooth [13] and WiFi [14] . Bluetooth, based on IEEE 802.15.1, is a wireless technology for exchanging data over short distance. Compared with ZigBee and Z-Wave, the data rate could be increased to megabit per second (Mbps). WiFi, based on IEEE 802.11, is a popular technology that allows an electronic device to exchange data or connect to the Internet wirelessly. The speed of WiFi can achieve up to several gigabit per second (Gbps) according to IEEE 802.11ac with the help of MIMO and very high-order modulation. The most important advantage of these two technologies is the high data rate. However, they require higher power consumption, higher complexity of hardware (MIMO in WiFi) and thus higher price [20] . Since both transmitter and receiver use the same architecture, i.e., symmetric architecture is used, the power consumption of terminal devices is high. In addition, a large number of WiFi access points (APs) deployed close to each other operating in the same or adjacent channels will severely interfere with each other. Thus, these technologies do not seem to offer robust performance in interference-limited scenarios even with costly terminal devices. Another possible technology is the 3G/4G mobile communications [21] - [23] . However, the poor indoor coverage of 3G/4G signals greatly limit its application to IoT, where communications mostly happen in indoor environment.
From the above discussions, we can see that existing technologies can only address partial challenges while leaving the rest unaddressed, e.g., both the heterogeneity and scalability challenges cannot be handled by existing technologies. A natural question to ask is: is there a wireless communication technique that can address most, if not all, challenges? As pointed out in [24] , time-reversal (TR) signal transmission is an ideal paradigm for low-complexity, low energy consumption green wireless communication because of its inherent nature to fully harvest energy from the surrounding environment by exploiting the multi-path propagation to recollect all the signal energy that could be collected as the ideal RAKE receiver. The theoretic analysis in [24] shows that a typical TR system has a potential of over an order of magnitude of reduction in power consumption and interference alleviation, which means that TR system can provide better battery life and support multiple concurrent active users. Moreover, with our proposed asymmetric TR architecture, only one-tap detection is needed at the receiver side [25] , thus the computational complexity at the terminal devices is low, which means the cost of the terminal devices is also low. Note that the achievable rate can still be very high when the bandwidth is wide enough as shown in [26] . In addition, the TR system can easily support heterogeneous terminal devices by providing various QoS options through adjusting the waveform and backoff factor [25] , [27] . Finally, the unique location-specific signature in TR system can provide additional physical-layer security and thus can enhance the privacy and security of customers in IoT [24] . Overall, we will provide an overview to show that TR technique is an ideal paradigm for IoT.
The rest of the paper is organized as follows. In Section II, we introduce some basic concepts of TR technique. Then, we propose in Section III an asymmetric TR division multiple access (TRDMA) architecture and discuss in details why TR is an ideal paradigm for IoT. In Section IV, we discuss other challenging issues and future directions including advanced waveform design, MAC layer issues, and low-cost high-speed analog-to-digital converter (ADC) and DAC. Finally, we draw conclusions in Section V.
II. SOME BASICS OF TR

A. The Basic Principles of TR
The TR signal processing is a technology to focus the power of signal waves in both time and space domains. The research of TR can date back to early 1970s, when phase conjugation was first observed and studied by Zeldovich et al. [28] . Unlike the phase conjugation that uses an holographic or parametric pumping [29] , the TR uses transducers to record the signal waves and enables signal processing on the recorded waveforms.
The TR signal processing was applied by Fink et al. in 1989 [30] , followed by a series of theoretical and experimental works in acoustic communications [31] - [38] . As found in acoustic physics [30] - [34] and then further validated in practical underwater propagation environments [35] - [37] , the energy of the TR acoustic waves from transmitters could be refocused only at the intended location with very high spatial resolution. Since TR can make full use of multi-path propagation and also requires no complicated channel processing and equalization, it was later verified and tested in wireless radio communication systems. Experimental validations of TR technique with EM waves have been conducted in [24] , [39] - [45] , including the demonstration of spatial and temporal focusing properties [24] , [39] - [45] and channel reciprocity [24] , [41] . The feasibility of applying TR technique into ultra-wideband (UWB) communications has been studied in [46] - [48] with the focus on the bit error rate (BER) performance through simulation. A system-level theoretical investigation and comprehensive performance analysis of a TR-based multiuser communication system was conducted in [25] , where the concept of TRDMA was proposed. To improve the performance of the TRDMA systems, interference suppression through waveform design [27] , [49] and interference cancelation [50] are proposed. The implementation complexity issue is studied in [26] , [51] , and [52] . Moreover, as shown in [53] , [54] , with random scatterers, TR can achieve focusing that is far beyond the diffraction limit, i.e., half wavelength.
The principle of TR transmission is very simple, as demonstrated in Fig. 2 . In this figure, when transceiver A wants to transmit information to transceiver B, transceiver B first has to send an impulse-like pilot signal that propagates through a scattering and multi-path environment and the resulting waveforms are received and recorded by transceiver A. This is called channel probing phase. After that, transceiver A simply timereverses (and conjugated, if the signal is complex valued) the received waveform and then transmits it back through the same channel to transceiver B. This is called TR-transmission phase.
There are two basic assumptions for the TR communication system to work. 1) Channel reciprocity: the impulse responses of the forward link channel and the backward link channel are assumed to be identical. 2) Channel stationarity: the channel impulse responses (CIRs) are assumed to be stationary for at least one probing-and-transmitting cycle. These two assumptions generally hold in reality, especially for indoor environment, as validated through real experiments in [55] and [24] . In [55] , Qiu et al. conducted experiments in a campus lab area and showed that the correlation between the impulse response of the forward link channel and that of backward link channel is as high as about 0.98, which means that the channel is highly reciprocal. In [24] , Wang et al. showed with experimental results that the multi-path channel of an office environment is actually not changing a lot. In their experiment, Want et al. measured the channel information every one minute, and a total of 40 channel snapshots were taken and stored, where the first 20 snapshots correspond to a static environment, snapshots 21 to 30 correspond to a moderately varying environment, and snapshots 31 to 40 correspond to a varying environment. The experimental results are shown in Fig. 3 , where we can see that most the correlation coefficients between different snapshots are higher than 0.8 and those between static snapshots are above 0.95, which means that the channel is highly stationary.
By utilizing channel reciprocity, the re-emitted TR waves can retrace the incoming paths, ending up with a constructive sum of signals of all the paths at the intended location and a "spiky" signal-power distribution over the space, as commonly referred to as spatial focusing effect. Also from the signal processing point of view, in the point-to-point communications, TR essentially leverages the multi-path channel as a matched filter and focuses the wave in the time domain as well, as commonly referred as temporal focusing effect. By treating the environment as a facilitating matched filter computing machine, the complexity of TR systems is significantly reduced, which is ideal for IoT applications as we will discuss later.
B. Temporal Focusing and Spatial Focusing of TR
In principle, the mechanisms of reflection, diffraction, and scattering in wireless medium give rise to the uniqueness and independence of the CIR of each multi-path communication link [56] . Obtained from real indoor experiments [24] , Figs. 4 and 5 show that, when the re-emitted TR waves from transceiver A propagate in the wireless medium, the location of transceiver B is the only location that is associated with the reciprocal CIR. That is to say that given the re-emitted TR waveform from transceiver A that is specific to the CIR between transceivers A and B, the environment will serve as a natural matched filter only for the intended transceiver B. As a result, the temporal focusing effect of the specific re-emitted TR waveform can be observed only at the location of transceiver B. It means that at the time instance of time focusing, the signal power not only exhibits a strong peak in the time domain at transceiver B as shown in Fig. 4 , but also concentrates spatially only at the location of transceiver B in the rich multi-path environments as shown in Fig. 5 . A physical meaning is that at this moment, it creates a resonating effect due to the TR transmission.
Experimental results in both acoustic/ultrasound domain and radio frequency (RF) domain further verified the temporal focusing and spatial focusing effects of the TR transmission, as predicted by theory. Fink et al. [30] - [34] found that acoustic energy can be refocused on the source with very high resolution (wavelength level). In [35] - [37] , acoustics experiments in the ocean were conducted to validate the focusing effects of TR in real underwater propagation environments. In the RF domain, experiments in [39] , [40] , and [46] demonstrated the spatial and temporal focusing properties of EM signal transmission with TR by taking measurements in RF communications. Furthermore, a TR-based interference canceler to mitigate the effect of clutter was presented in [57] , and target detection in a highly cluttered environment using TR was investigated in [58] and [59] . In [24] , real-life RF experiment results were obtained in typical indoor environments, which shows the great potential of TR as a new paradigm of the green wireless communications.
In the context of communication systems, the temporal focusing effect concentrates a large portion of the useful signal energy of each symbol within a short time interval, which effectively suppresses the inter-symbol interference (ISI) for high-speed broadband communications. The spatial focusing effect allows the signal energy to be harvested at the intended location and reduces leakage to other locations, leading to a reduced required transmit power consumption and lower co-channel interference to other locations. The benefits and unique advantages of TRbased communication systems due to the temporal and spatial focusing effects promise a great potential for the applications of IoT, as will be discussed in the remaining parts of this paper.
C. TR Communication System
A very simple TR-based communication system is shown in Fig. 6 . The CIR between the two transceivers is modeled as where is the complex channel gain of the th path of the CIR, and is the corresponding path delay, and the is the total number of the underlying multi-paths (assuming infinite system bandwidth and time resolution). Without loss of generality, we assume that in the following discussion, i.e., the first path arrives at time , and as a result, the delay spread of the multipath channel is given by . Constrained by the limited bandwidth of practical communication system, pulse shaping filters are typically used to limit the effective bandwidth of the transmission. Generally, the duration of the pulse is limited by the available bandwidth through the simple relation . 1) Channel Probing Phase: Prior to transceiver A's TRtransmission, transceiver B first sends out a pulse of duration (other than an ideal impulse which demands infinite bandwidth) which propagates to transceiver A through the multi-path channel , where transceiver A keeps a record of the received waveform , which is the convolution of and , represented as follows:
⩽ ⩽ where can be treated as an equivalent channel response for the system with a limited bandwidth . From (2), one can see that for those paths whose time differences are less than the pulse duration , they are mixed together due to the limited system bandwidth . Also for > , the received values and are determined by completely different sets of paths. Therefore, given a limited bandwidth , the corresponding pulse duration determines the time-domain resolution to resolve two adjacent paths. In other words, from the system's perspective, those paths whose time differences are within the duration are treated like one path in the equivalent channel response . 2) Data Transmission Phase: Upon receiving the waveform, transceiver A time-reverses (and conjugate, when complexvalued) the received waveform , and uses the normalized TR waveform as a basic signature waveform , i.e., Defining ≜ and ≜ , in (3) can be represented as At transceiver A, there is a sequence of information symbols to be transmitted to transceiver B. Typically, the symbol rate can be much lower than the system chip rate. 1 Therefore, a rate backoff factor is introduced to match the symbol rate with the chip rate by inserting zeros between two symbols [24] , [25] , [46] , [60] . Applying the pulse shaping filter , Z and the transmitted signal 2 can be expressed as
Z
The signal received at transceiver B is the convolution of and , plus additive white Gaussian noise (AWGN) with zero-mean and variance , i.e., Z Z where and . Thanks to the temporal focusing, when , the power of achieves its maximum for , i.e., As the receiver, transceiver B simply samples the received signal every seconds at , 3 for , in order to detect the symbol where ≜ . Consequently, the resulting signal-to-interference-plus-noise ratio (SINR) is obtained as assuming that each information symbol has unit power. 3) An Equivalent System Model with Limited Bandwidth: Based on (2)-(10), one can come up with an equivalent system model shown in Fig. 7 for the system with limited system bandwidth as shown in Fig. 6 . In the equivalent system model, is treated as the effective channel response for such a finite-bandwidth system, taking into account the use of the band-limiting pulse shaping filter . Accordingly, the time-reversed (and conjugated) version of the equivalent channel response is the corresponding TR signature waveform for the equivalent model. Fig. 7 . Basic TR communications with equivalent channel response . 1 The duration of each chip is . 2 Note that in this paper, the base-band system model is considered. As a result, no RF components are included in the system diagrams.
In the following discussion of the TRDMA scheme in this paper, we use the simpler equivalent model by looking at the effective channel response , which can be verified by comparing Figs. 6 and 7.
III. ASYMMETRIC TRDMA ARCHITECTURE FOR IOT
Based on TR technique, we recently introduced in [25] a novel multi-user media access scheme, TRDMA, for wideband communication. Leveraging the unique temporal and spatial focusing effects of the TR technique [24] , [61] , the TRDMA exploits the spatial degrees of freedom of the environment and uses the multipath channel profile associated with each user's location as a location-specific signature for the user. Moreover, such channel profiles may be further improved by mixing spatial degrees of freedom and temporal degrees of freedom as shown in [62] and [63] .
With the concept of TRDMA, in this section, we propose an asymmetric TRDMA architecture for IoT, where most of the computational complexities are concentrated at the more powerful base station (BS), resulting in a minimal complexity and cost at the terminal devices in both uplink and downlink. As shown in Fig. 1 , the proposed IoT system consists of multiple TR BSs and each BS serves multiple heterogeneous terminal devices, which ranges from laptop and TV to light and clothes. In the following, we will first focus on the single BS scenario and then discuss the multiple-BS scenario in Section III-E.
A. Channel Probing Phase
Consider a wireless broadband multi-user network that consists of one BS and terminal users. 4 Each user communicates with BS simultaneously over the same spectrum. Assuming a richscattering environment, each user's location is associated with a unique (effective) channel response , . The channel probing occurs when a terminal user joins the network, and periodically afterwards. 5 The channel probing process is performed for one user at a time. For the th user's channel probing, the terminal user first sends a pulse pilot signal to the BS, so that the TR mirror at the BS can record and time reverse (and conjugate, if complex-valued) the received waveform , and use the TR waveform as the basic signature waveform, given by 6 
B. Data Transmission Phase-Downlink
After the channel recording phase, the system starts its data transmission phase. We first introduce the downlink scheme in this part. In the downlink scheme, at the BS, each of represents a sequence of information symbols that are independent complex random variables with zero mean. As shown in Fig. 8 , we allow different users to adopt different rate backoff factors to accommodate the heterogeneous QoS requirement of the applications of IoT.
To implement the rate backoff, the th sequence is first upsampled by a factor of at the BS, and the th up-sampled sequence can be expressed as Then the up-sampled sequences are used to modulate the signature waveforms , by calculating the convolution of the th up-sampled sequence and the TR waveform as shown in Fig. 8 . After that, all the signals are combined together, and the combined signal to be transmitted is given by Z Z Fig. 8 . Basic diagram of the TRDMA downlink. 4 In this paper, users and devices are interchangeable. 5 In general, the probing period depends on how fast the channel may vary. 6 As we mentioned in Section II, we use the effective channel response for finite-bandwidth system.
In essence, by convolving the information symbol sequences with TR waveforms, the TR structure provides a mechanism of embedding the unique location-specific signature associated with each communication link into the transmitted signal for the intended user.
The signal received at user is represented as follows:
Z which is the convolution of the transmitted signal and the channel response , plus an AWGN sequence with zero mean and variance . Thanks to the temporal focusing effect, the th receiver (user ) simply samples the received signal every seconds at , ending up with given as follows:
where , and ⩽ ⩽ ⩽ < Thanks to the spatial focusing effect, in (16), when , the power of is typically very small compared to the power of the , which suppresses the inter-userinterference (IUI) for the TRDMA downlink.
Consequently, based on (15), the resulting SINR for user in the TRDMA downlink is given by where and
C. Data Transmission Phase-Uplink
In this part, we describe the TRDMA uplink scheme, which facilitated, together with the downlink scheme, the asymmetric TRDMA architecture for IoT. Given the asymmetric complexity distribution between BS and terminal users in the downlink, the design philosophy of such a uplink is to keep the complexity of terminal users at minimal level.
In the TRDMA uplink, users simultaneously transmit independent messages to the BS through the multi-path channels. Similar to the downlink scheme, the rate backoff factor is introduced to match the symbol rate with the system's chip rate. For any user , , the rate matching process is performed by up-sampling the symbol sequence by a factor , as shown in Fig. 9 . The up-sampled sequence of modulated symbols for user can be expressed as
The scaling factors , for in Fig. 9 , are used to implement the transmit power control, whose values are assumed to be instructed by the BS through the feedback/control channel. After multiplying with scaling factor, the sequence of for all is transmitted through the corresponding multi-path channel . When the sequence propagates through its wireless channel , the convolution between and the effective channel response is automatically taken as the channel output for user . Then, all of the channel outputs for the users are mixed together in the air plus the AWGN at the BS with zero mean and variance , as illustrated in Fig. 9 . Consequently, the mixed signal received at the BS can be written as Z Upon receiving the mixed signal as shown in (22) , the BS passes this mixed signal through a bank of filters, each of which performs the convolution between its input signal and the user's signature waveform that has been calculated for the downlink. Such a convolution using the signature waveform extracts the useful signal component and suppresses the signals of other users. As the output of the th filter, i.e., the convolution of and the signature of user , can be represented as Z in which the highest gain for user 's symbol is achieved at the temporal focusing time . Sampling every seconds at , we have where is a sample of the colored noise after the filtering, which is still a Gaussian random variable with zero mean and the same variance , since is a normalized waveform as shown in (11) .
Examining (15) and (24), the same mathematical structure can be found by switching the roles of the signature waveforms 's and the channel responses 's in the convolution (and ignoring the scaling factor and noise term.) Therefore, mathematically, 7 a virtual spatial focusing effect as observed in the downlink can be seen in the user's signature domain of the proposed uplink scheme. Such a virtual spatial focusing effect enables the BS to use the user's signature waveform to extract the useful component out of the combined received signals, allowing multiple users to access the BS simultaneously. . Performance comparison between TRDMA and UWB in terms of number of supported users. 7 Unlike the physical spatial focusing effect observed in the downlink in which the useful signal power is concentrated at different physical locations, in the uplink, the signal power concentration in the users' signature waveform space is achieved mathematically at the BS.
Consequently, based on (24), the resulting SINR for user in the TRDMA uplink is given by where and
D. Performance of TRDMA
In this section, we compare the performance of the proposed TRDMA system with that of the UWB impulse radio system in terms of different metrics, where we assume that the UWB impulse radio system uses the ideal Rake receiver that collects all the taps of channel information. We first compare the average achievable data rate of each user when the power consumption is the same for two systems. As shown in Fig. 10 , the TRDMA system is able to provide higher achievable data rate for each user than the UWB impulse radio system.
We then evaluate the number of users where each system can support. Since TRDMA mitigates the interference among users, it is expected to be able to support more users. In Fig. 11 , we show the number of supported users versus the average achievable rate of each user. We can see that, as we have anticipated, the TRDMA system is able to support more users than the UWB impulse radio system. For example, if the required data rate of each user is 0.1 bps/Hz, which is equivalent to 10 Mbps if the bandwidth is 100 MHz, then the TRDMA system can support about 20 users while the UWB impulse radio system can support only five users.
On the other hand, if the achievable data rate of each user is fixed, the TRDMA system has less impact on the neighboring users, i.e., causing less interference to users outside the system. As shown in Fig. 12 , when we fix the achievable rate of each user as 0.1 bps/Hz, the performance degradation due to the TRDMA system is much less than that of UWB impulse radio system. Therefore, the TRDMA system has the potential to admit more users and thus is a much better solution to the IoT.
Finally, we show the achievable rate region of two-user case in Fig. 13 , where we further compare the proposed TRDMA system with ideal rake-receiver schemes with orthogonal bases and superposition codes [25] . We can see that the proposed TRDMA scheme outperforms all the rake-receiver-based schemes, and the frontier achieved by TRDMA scheme is close to the Genie-aided outer-bound where all the interference is assumed to be known and thus can be completely removed. These results demonstrate TRDMA's unique advantage of spatial focusing brought by the pre-processing of embedding location-specific signatures before sending signals into the air. The high-resolution spatial focusing, as the key mechanism of the TRDMA, alleviates interference among users and provides a promising multi-user wireless communication solution for IoT.
E. Scalability
In the previous sections, we have shown that a single TRDMA BS has the potential to serve a lot of users while maintaining little interference to other wireless users. However, in IoT applications, the density of users may be so high that one single BS is insufficient to support all of them. One possible solution is to add more BSs, and we will show that the TRDMA system is highly scalable and extra BSs can be easily installed whenever necessary.
Different from other wireless communication systems where extra mechanism is needed to prevent or alleviate the interference introduced by adding more BSs, the TRDMA system does not need extra effort on suppressing the interference introduced by more BSs due to the spatial focusing effect. As an example shown in Fig. 14 , if six more BSs are added surrounding the original one, all of them could use the full spectrum as the original one in the TRDMA system, while in other systems the spectrum needs to be re-allocated so that no adjacent BSs share the same band. This ease of scalability also increases the spectrum efficiency by fully reusing spectrum among BSs. Fig. 15 shows the aggregate achievable data rate versus the number of users at different number of BSs. We can see that given a specific number of BSs, the aggregate achievable rate increases as the number of users increases, but saturates when the number of users is large. Nevertheless, such saturation can be resolved by increasing the number of BSs, which means that adding more BSs can bring significant gain. This is partially because although different BSs share the same spectrum, they are nearly orthogonal with each other. Such orthogonality is not in the traditional fashion such as time, code or frequency divisions that are achieved by extra effort, but in a natural spatial division that is only utilized by TRDMA system.
F. Physical-Layer Security
Based on the unique location-specific multi-path profile, the TRDMA system can be exploited to enhance system security. In a rich scattering wireless environment, multiple paths are formed by numerous surrounding reflectors. For terminal devices at different locations, the received waveforms undergo different reflecting paths and delays, and hence the multi-path profile can be viewed as a unique location-specific signature. As this information is only available to the BS and the intended terminal device, it is very difficult for other unauthorized users to infer or forge such a signature. It has been shown in [64] that even when the eavesdroppers are close to the target terminal device, the received signal strength is much lower at the eavesdroppers than at the target terminal device in an indoor application, because the received signals are added incoherently at the eavesdroppers.
Our TRDMA system is somehow like the direct sequence spread spectrum (DSSS)-based secret communications. In DSSS communications, the energy of an original data stream is spread to a much wide spectrum band by using a pseudo-random sequence, and the signal is hidden below the noise floor. It is only those who know the pseudo-random sequence that could recover the original sequence from the noise-like signals. However, if the pseudo-random sequence has been leaked to a malicious user, that user is also capable of decoding the secret message. Nevertheless, for our proposed TRDMA system, this would no longer be a problem, because the underlying spreading sequence is not a fixed choice but instead a location-specific signature. For the intended terminal device, the multi-path channel automatically serves as a decipher that recovers the original data sent by the BS; and for all other ineligible users at different locations, the signal that propagates to them would be noise-like and probably is hidden below the noise floor. Therefore, malicious users are unable to recover the secret message, because the security is inherent in the physical layer.
G. Discussions and Remarks
From the analysis and discussions in the previous sections, we can see that the asymmetric TRDMA system is an ideal wireless solution to the IoT since it can handle the challenges of IoT including providing better battery life, supporting multiple active things, dealing with low-cost terminal devices, accommodating heterogeneous terminal devices, being highly scalable, and providing extra physical-layer security as summarized below. 1) In both downlink and uplink, the BS consumes most of the complexities, while keeping the complexity of terminal users at a minimal level. This is a very desirable feature for the solution to IoT since it can provide much better battery life and reduce the cost of the terminal devices and thus the entire system as a whole. 2) Both downlink and uplink can support simultaneous transmissions of multiple users since the TRDMA system in essence forms a virtual massive MISO technology that leverages the large number of multi-paths in the richscattering environment. The downlink has a physical spatial focusing effect; whereas the uplink has a virtual spatial focusing effect due to the mathematical duality between the TRDMA uplink and downlink. 3) Different users can adopt different rate backoff factors to achieve heterogeneous QoS requirements, i.e., the TRDMA system can accommodate heterogeneous terminal devices for IoT. 4) More BSs can be easily added in the TRDMA system without extra mechanism for preventing or alleviating the interference introduced, i.e., the TRDMA system is highly scalable. 5) Based on the unique location-specific multi-path profile, the TRDMA system can provide extra system security in the physical layer.
IV. OTHER CHALLENGING ISSUES AND FUTURE DIRECTIONS
A. Advanced Waveform Design
In our discussion of TRDMA in the previous section, the TR CIR serves as the transmit signature waveform to modulate symbols. The received signal is the transmitted waveform convolving with the multi-path channel with additive noise. Such a time-reversed waveform is essentially the matched filter [65] , which guarantees the optimal BER performance by virtue of its maximum signal-to-noise ratio (SNR). However, in high data rate scenario such as video streaming, when the symbol duration is smaller than the channel delay spread, the transmit waveforms are overlapped and thus interfere with each other. When the symbol rate is very high, such ISI can be notably severe and causes crucial performance degradation, i.e., the BER performance can be very poor with a basic time-reversed waveform. Further, in multi-user downlink scenario, the TR BS uses each user's particular CIR as its specific waveform to modulate the symbols intended for that user. Despite the inherent randomness of the CIRs, as long as they are not orthogonal to each other, which is almost always the case, these waveforms will inevitably interfere with each other when transmitted concurrently. Hence, the performance of TRDMA can be impaired and even limited by the IUI.
Based on given design criteria such as system performance, QoS constraints, or fairness among users, the waveform design can be formulated as an optimization problem with the transmitted waveforms as the optimization valuables. The basic idea of waveform design is to carefully adjust the amplitude and phase of each tap of the waveform based on the channel information, such that after convolving with the channel, the received signal at the receiver retains most of the intended signal strengths and rejects or suppresses the interference as much as possible.
To rewrite (15) in a vector from, we define the following notations. The multipath channel between the base-station and the th user is denoted by a vector , a column vector of elements where and . Let denote an information symbol for user , and be the transmit waveform for user , where in (15) . The length of is also . The received signal vector at user , where in (15) , is given by where is the Toeplitz matrix of size with the first column being , and denotes the AWGN with
. User estimates the symbol by the sample . Note that (29) represents the received signal when the rate backoff factor > . When < , the received waveforms of different symbols overlap with each other and give rise to the ISI. To characterize the effect of ISI, the decimated channel matrix of size , where , is defined as where is the th column of a identity matrix. In other words, is obtained by decimating the rows of by , i.e., centering at the th row, every th row of is kept in while the other rows are discarded. The center row index of is . Then the sample for symbol estimation can be written as where denotes the th row of , and denotes user 's th symbol. It can be seen from (31) that the symbol , the th symbol of user , is interfered by the previous symbols and the later symbols as well as other users' symbols, and also corrupted by the noise. The design of waveforms has critical influence to the symbol estimation and thus the system performance.
It can be observed that the mathematical structure of waveform design is similar to the beamforming problem, which is also known as the multi-antenna precoder design [66] - [70] . Therefore, beamforming approaches, such as singular value decomposition (SVD), zero forcing (ZF), and minimal mean square error (MMSE), can be analogously employed in waveform design. In the literature, there have been many studies investigating the problems of designing advanced waveforms to suppress the interference [27] , [46] , [71] - [76] . If the basic TR waveforms are adopted, i.e., , then the intended signal power for each user is maximized but without considering the interference caused by other symbols. As such, the performance is limited by the interference when the transmit power is high. Another possible waveform design is ZF [77] , which minimizes all the interference signal power but without taking into account the intended signal power. Thus, the resulting SNR can be very low and causes severe performance degradation especially when the transmit power is relatively low. In [27] , it has been shown that well-designed waveforms can strike a balance between enhancing the intended signal power and suppressing the interference power.
Besides the channel information, another important side information the transmitter can exploit in waveform design, is the transmitted symbol information. The waveform of one symbol, when arriving at the receiver, induces ISI to the previous symbols as well as the following symbols. Given what has been transmitted, the causal part of ISI can be canceled in advance in designing the waveform of the current symbol. Such a design pholosophy is analogous to the transmitter-based interference pre-subtraction [78] - [80] in the nonlinear precoding literature. A notable distinction for TR systems is that only the causal part of ISI can be canceled while the anti-causal part of ISI cannot be canceled and needs to be suppressed by the waveform design based on channel information [49] . Fig. 16 shows the BER performance for a single user TR system when using different waveforms, including basic TR waveform, the waveform design in [27] , and the joint waveform design and interference pre-cancelation in [49] . It can be seen that when , the ISI is so severe that the BER curve of the basic TR waveform starts to saturate at even middle SNR, which is unacceptable. The waveform design in [27] is able to suppress the interference and make the BER keep decreasing when SNR increases. The joint waveform design and interference precancelation in [49] can further improve the performance significantly since it makes use of more information, i.e., the transmitted symbols, to cancel the ISI in advance. It is evident that the dramatic performance improvement brought from the waveform design demonstrates its inevitable necessity in TR systems. Fig. 17 shows the performance comparison in terms of achievable rate of the TRDMA system with 500-MHz bandwidth with two OFDM systems: one is LTE system with 20-MHz bandwidth and the other is LTE-A system with 100-MHz bandwidth. We can see that for one user case, even with basic TR waveform, the TRDMA scheme can achieve much better performance than LTE in all SNR region and better performance than LTE-A in most SNR region. With optimal waveform, the performance of TRDMA can be further improved. When there are 10 users, due to the selectivity among different users, the achievable rate of LTE and LTE-A can be enhanced, due to which LTE-A can achieve comparable and even slightly better performance than TRDMA with basic TR waveform. Nevertheless, with optimal waveform, TRDMA can still outperform LTE and LTE-A in most SNR region, which demonstrates that TRDMA can achieve higher throughput than OFDM systems when the bandwidth is wide enough, e.g., five times as in the simulations.
B. Medium Access Control (MAC) Layer Issue
The MAC layer provides addressing and channel access control mechanisms that make it possible for several terminals or network nodes to communicate within a multiple access network that incorporates a shared medium [81] . In the MAC layer design, coordination is the most basic and important function, which manages multiple users to access the network with the objective of both efficiency and fairness. Most of the existing prevailing systems, such as IEEE 802.11 WiFi and IEEE 802.15.4 ZigBee, are based on the contention scheme. For example, in WiFi systems, distributed coordination function (DCF) is adopted with Carrier Sensing Multiple Access (CSMA) and Collision Avoidance (CA) [82] . When a WiFi user has packet to transmit, it first senses the channel, i.e., "Listen-Before-Talk." After detecting the channel as idle, the WiFi user has to keep sensing the channel for an additional random time [83] , i.e., random backoff and only when the channel remains idle for this additional random time period, the station is allowed to initiate its transmission. If there is a collision, the user needs to backoff and repeat this procedure again. Under such a scheduling, there is only one WiFi user talking with the AP at one time. However, when the number of users is large, no one can access the network due to the contention failure and extremely long backoff. We have all seen and experienced such a phenomenon in highly dense-population area including airport and conference hall. A typical example is that Steve Jobs failed to demo the WiFi function of the new released iPhone due to the overwhelming connections in the conference room [84] . Therefore, such a contention-based coordination function of the MAC layer is a bottleneck for accommodating large number of users, which generally exists in IoT.
The most prominent characteristic of the TR system is that it does not require such coordination function, where users are naturally separated by their locations. There are two phases in the TR systems: channel probing phase and data transmission phase. In the channel probing phase, all the users can transmit their unique pilots (e.g., pseudo-noise sequences) to the BS for channel estimation. In the data transmission phase, BS can communicate with all the users simultaneously through location-specific signatures. Therefore, there is no need for the BS in TR systems to perform coordination function, which simplify the MAC layer design to a large extent. In addition to coordination, some additional functionalities required by the MAC are also needed in TR systems, including accepting MAC Service Data Units (MSDUs) from higher layers and adding headers and trailers to create MAC protocol data unit (MPDU) for physical layer, fragmenting one frame into several frames to increase the delivery probability, and encrypting MAC layer packet to ensure security and privacy [83] . Nevertheless, we would like to emphasize again that the location-specific signature in TR systems can provide additional physical-layer security.
C. Low-Cost High-Speed ADC and DAC
The inherent nature of TR communications is to fully harvest energy from the surrounding environment by exploiting the multi-path propagation to re-collect all the signal energy that could be collected. To have superior advantage, the TR communications need to operate in a rich multi-path environment, which generally require wide bandwidth. As a consequence, the sampling rate is typically high. Moreover, to avoid missing the peak during the sampling and simplify the synchronization process, a two to four times oversampling is generally required, which make the sampling even more challenging. Therefore, one key implementation issue in TR communications is the high sampling rate of the ADC. Fortunately, due to the advance of semiconductor technologies and the continuous driven from the emerging wideband communication applications, the performance of ADC has been improved a lot during the past decade in terms of both sampling rate and resolution. For example, there are 17 different commercial off-the-shelf ADCs from Texas Instrument with sampling rate at least 1 GHz and resolution at least 8 bits [85] . However, the price of such ADCs is typically high, e.g., an ADC with two-channel 2-GHz sampling rate and 8 bits resolution costs US$329, which may barrier the application of TR technique on IoT. In such a case, there is a need to find cheaper solutions to high sampling rate ADCs.
There are two possible ways to reduce the cost of high sampling rate ADCs. The first way is to implement the ADC on chip. In such a case, the cost of ADC comes from the silicon cost, which depends on silicon wafer cost and the size of the ADC on silicon. In general, with silicon implementation, the cost of ADC can be reduced from several hundred dollars to several cents without considering the capital cost. Nevertheless, since the capital cost is typically very high, such kind of implementation is only suitable for large volume productions. The other way to reduce the cost is using a set of low sampling rate cheap ADCs to achieve the high sampling rate. As the price of commercial ADCs grows exponentially with the increase in sampling rate, by replacing the high sampling rate ADCs with a set of low sampling rate ADCs, the cost can be reduced dramatically. One straightforward way is to use time interleaving [86] , [87] . In such an approach, the input signal is passed through a series of parallel interleaved low sampling rate ADCs where the interleaving is achieved through the time shifts. After the sampling, the samples are passed through the de-interleaver to generate the high sampling rate signal. However, the front end of a commercial ADC has an inherent analog bandwidth limitation [88] , [89] , due to which the time interleaving approach is not practical. The second approach is to use parallel bandpass sampling approach [90] , [91] where the input signal is passed through a series of filter bank before the ADCs and the reconstruction method depends on the corresponding filters in the filter bank. This kind of approach can resolve the analog bandwidth limitation but necessitates sophisticated digital algorithms for accurate frequency synchronization. Another approach is to use random demodulation [92] , [93] where the input signal is passed through parallel channels. In each channel, the input signal is first multiplied by a periodic random waveform in the analog domain, then lowpass filtered, and finally sampled using low sampling rate ADC. The random demodulation approaches overcomes the disadvantages of the time interleaving approach and the parallel bandpass sampling approach, but is limited by the technology for generating the periodic random waveforms. Note that in all these approaches, the costly high sampling rate ADC is traded with the computation complexity for reconstruction in digital domain which is relatively cheap.
V. CONCLUSION
In this paper, we provide an overview to show that the TR technique is an ideal paradigm for IoT. Because of the inherent nature to fully harvest energy from the surrounding environment by exploiting the multi-path propagation to recollect all the signal energy, the TR system has a potential of over an order of magnitude of reduction in power consumption and interference alleviation, which means that TR system can provide better battery life and support multiple concurrent active users. The unique asymmetric architecture proposed in this paper can significantly reduce the computational complexity and thus the cost of the terminal devices, the total number of which is typically very large for IoT. Moreover, through adjusting the waveform and rate backoff factor, various QoS options can be easily supported in TR systems. Finally, the unique location-specific signature in TR system can provide additional physical-layer security and thus can enhance the privacy and security of customers in IoT. All these advantages, including providing better battery life, supporting multiple active things, dealing with low-cost terminal devices, accommodating heterogeneous terminal devices, being highly scalable and providing extra physical-layer security, show that the TR technique is an ideal paradigm for IoT.
Recently, researchers start to envision the next major phase of mobile telecommunications standards beyond current 4G standards, known as 5G. According to [94] , key concepts of 5G include new modulation techniques such as non-orthogonal multiple access schemes, massive distributed MIMO, advanced interference management, and efficient support of machine-type devices to enable the IoT with potentially higher numbers of connected devices. Based on the discussion in this paper, it turns out that TR can easily resolve these issues, which means that TR is potentially a promising 5G technology. 
